HOW TO UPGRADE YOUR WIRELESS ROUTER’S FIRMWARE
(and why you should replace your router if it's no longer supported)
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Before you begin, make sure you have access to a
computer with an internet connection and a printer.

Step 1: Check Router Compatibility.

« Verify the make and model of your wireless

router.

* Visit the manufacturer’'s website and search

for firmware updates for your router model.

* Ensure that the firmware update is compatible

with your router.

Step 2: Download the Firmware.

« Go to the manufacturer’s website and locate

the support or downloads section.

+ Search for your router model and locate the

firmware update file.

* Download the latest firmware version onto

your computer.

Step 3: Access the Router’s

Configuration Page.

+ Connect your computer to the router via Wi-

Fi or an Ethernet cable.

+ Open your preferred web browser (Chrome,

Edge, Safari, etc)

* In the address bar, type in your router’s

IP address. This is usually something like
192.168.0.1 or 192.168.1.1. If you need
clarification, check the label on your router or
consult your router’s manual.

* Enter your username and password. If

you have yet to change these, the default
credentials can usually be found in the router’s
manual or on a label on the router itself.

Step 4: Back Up Your Router’s Settings.

+ Once logged in to the router’s configuration
page, locate the “Backup” or “Settings”
section. This will vary depending on your
router’s interface. Again, this will vary
depending on your router’s interface.

* Follow the instructions to create a backup of
your router’s current settings.

NB This step is crucial in case any issues arise
during the firmware upgrade process.
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Step 5: Upgrade the Firmware

* In the router’s configuration page, find the
firmware upgrade section.

* Click the “Browse” or “Choose File” button
to locate the firmware file you downloaded
in Step 2. Again, this will vary depending on
your router’s interface.

* Select the firmware file and click “Upload” or
“Upgrade” to start the installation process.

* Wait for the firmware update to complete.
Do not interrupt the process or power off
the router during this time.

* The router may automatically restart once
the firmware upgrade is finished.

Step 6: Restore Router Settings

« After the router has rebooted, revisit the
router’s configuration page using the IP
address from Step 3.

* Navigate to the settings or restore section.

* Locate the backup file you created in Step 4.
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* Follow the instructions to restore your previous
settings.

+ This step ensures that your customized
configurations, such as Wi-Fi network name and
password, are retained.

Step 7: Verify Firmware Update

+ Once the settings have been restored, confirm
that the firmware has been successfully updated.

+ Check the router’s configuration page or the
manufacturer’s website to ensure you are
running the latest firmware version.

Congratulations! You have successfully upgraded your
wireless router’s firmware. Feel free to print this
guide for future reference.

Replacing Your Router if it’s No Longer

Supported

In some cases, manufacturers may discontinue support
for older router models, which means they will no longer
release firmware updates. If your router falls into this
category and is no longer supported, consider replacing it
with a newer model.

Here are a few reasons why:

Security: Without firmware updates, your router

may become vulnerable to new security threats.
Malicious actors are constantly finding new ways to
exploit vulnerabilities in outdated firmware. Upgrading
to a supported router ensures that you receive regular
security patches and protection against emerging threats.

Performance and Features: Newer routers often
have improved performance capabilities and additional
features. Upgrading to a more recent model can provide
better Wi-Fi speeds, enhanced range, and advanced
settings that enhance your overall network experience.

Compatibility: As technology advances, compatibility
with newer devices becomes a concern. Older routers
may need help to support the latest Wi-Fi standards or
have limitations that hinder connectivity. By upgrading
to a supported router, you can ensure seamless
compatibility with current and future devices.
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